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DETAILED ACTION 

Information Disclosure Statement 

1 . The references listed in the Information Disclosure Statement submitted on 1/29/02 have 
been considered by the examiner (see attached PTO-1449). 

Drawings 

2. The drawings received on 1/29/02 are acceptable by the examiner. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreig^ country or in pubUc use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

(e) the invention was described in (1) an apphcation for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 35 1(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

4. Claims 11-13 are rejected under 35 U.S.C. 102(b) as being anticipated by Gordon (U.S. 
Patent Number 5,608,786). 

Regarding claim 11, Gordon discloses an electronic message retrieval method comprising 
in response to receiving an encrypted electronic message, alerting, with an alarm, a recipient of 
the receipt of the encrypted electronic message (column 9, hne 18-column 10, hne 65); 
determining, based on summary information about the encrypted electronic message whether to 
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open the encrypted electronic message (column 9, line 18-column 10, line 65) and whether to 
have the encrypted electronic message converted into a format different than the format the 
encrypted electronic message is currently in (column 10, Une 31-column 11, line 14). 

Regarding claim 12, Gordon discloses the system discussed above in claim 11, and 
further teaches of providing a password to a message retrieving device of the recipient to render 
the message retrieving device operable to decrypt the encrypted electronic message (column 4, 
line 33-column 5, line 1 1), and converting the encrypted electronic message into a format 
compatible with a secondary device from a format which is incompatible with the secondary 
device (colunm 9, line 18-column 10, line 65). 

Regarding claim 13, Gordon discloses the system discussed above in claim 11, and 
further teaches of indicating to said recipient whether the encrypted converted into a format 
compatible with a secondary incompatible with the secondary device (column 9, line 18-column 
10, Une 65). 

5. Claims 1 and 3-29 are rejected imder 35 U.S.C. 102(e) as being anticipated by Wright et 
al (U.S. Patent Application Pubhcation 2002/0016910). 

Regarding claim 7, Wright discloses an electronic message retrieval system (see Fig. 5) 
comprising a sender operable to encrypt and transmit an electronic message, directed to a 
specified recipient, over a transmission medium (paragraphs 0019, 0057, and 0074-0075, see 
steps 500-506); a message retrieval device operable to receive the encrypted electronic message 
and provide an alarm message indicating receipt of the encrypted electronic message by the 
message retrieval device (paragraphs 0070-0072, and 0074-0075); a secondary device operable 
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to receive the alarm message from said message retrieval device and provide a secret password 
to said message retrieval device to initiate decryption of the encrypted electronic message 
(paragraphs 0060-0063, 0068, and 0072-0078), wherein said message retrieval device is further 
operable to convert the format of the decrypted electronic message into a format different from a 
format of the encrypted electronic message and transmit the converted decrypted electronic 
message to a device compatible to receive conmiunications in the different format (paragraphs 
0030-0031, 0075, and 0078). 

Regarding claim i, Wright discloses the system discussed above in claim 1, and further 
teaches that the message retrieval device conqjrises a converter device operable to convert the 
format of the decrypted electronic message into a format recognized by the secondary device; 
and an output unit from which the converted decrypted electronic message is provided to the 
secondary device (paragraphs 0060-0063, 0068, and 0072-0078). 

Regarding claim 4, Wright discloses the system discussed above in claim 3, and further 
teaches that the sender encrypts the electronic message in accordance with a specified electronic 
key and said message retrieval device decrypts the encrypted electronic message using said 
specified electronic key (paragraphs 0060-0063, 0068, and 0072-0078). 

Regarding claim 5, Wright discloses the system discussed above in claim 1, and further 
teaches of a password transmission unit operable to transmit a password to said specified 
recipient (paragraphs 0060-0063, 0068, and 0072-0078). 

Regarding claim 6, Wright discloses the system discussed above in claim 5, and further 
teaches of a password transmission path through which the secret password is transmitted to said 
recipient, and a message transmission path, different from said password transmission path. 
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through which said decrypted electronic message is provided to the recipient (paragraphs 0060- 
0063, 0068, and 0072-0078). 

Regarding claim 7, Wright discloses the system discussed above in claim 6, and further 
teaches that the password is generated by the sender and communicated to the password 
transmission unit in a message different from the encrypted electronic message (paragraphs 
0060-0063, 0068, and 0072-0078), 

Regarding claim 8, Wright discloses the system discussed above in claim 1, and further 
teaches that the transmission medium is the Internet (see Fig. 5). 

Regarding claim 9, Wright discloses the system discussed above in claim 1, and further 
teaches that the encrypted electronic message comprises an indication as to whether the 
encrypted electronic message can be converted into a different format (paragraphs 0060-0063, 
and 0072-0078). 

Regarding claim 10, Wright discloses an electronic message retrieval system (see Fig. 5) 
comprising a sender operable to encrypt and transmit an electronic message directed to a 
specified recipient (paragraphs 0019, 0057, and 0074-0075, see steps 500-506), a message 
retrieval device operable to receive the encrypted electronic message and provide an alarm 
message to a secondary device when the encrypted electronic message is received by the 
message retrieval device (paragraphs 0061, 0068, and 0078), wherein said secondary device is 
operable to receive messages in a format different from the format of the encrypted electronic 
message (paragraphs 0030-0031, 0075, and 0078), said message retrieval device comprising; a 
converter device operable to convert the encrypted electronic message into a format recognized 
by the secondary device (paragraphs 0030-0031, 0075, and 0078), and a decryption device 
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operable to decrypt the encrypted electronic message upon receipt of a password (paragraphs 
0061, 0068, and 0078); said electronic message retrieval system further conprising a secure 
device operable to receive and decrypt the encrypted electronic message (paragraphs 0076- 
0078), wherein said secure device is operable to receive messages in the same format as the 
format of the encrypted electronic message (paragraphs 0030-0031, 0075, and 0078). 

Regarding claim 11, Wright discloses an electronic message retrieval method comprising 
in response to receiving an encrypted electronic message, alerting, with an alarm, a recipient of 
the receipt of the encrypted electronic message (paragraphs 0070-0072, and 0074-0075); 
determining, based on summary information about the encrypted electronic message whether to 
open the encrypted electronic message (paragraphs 0070-0072, and 0074-0075) and whether to 
have the encrypted electronic message converted into a format different than the format the 
encrypted electronic message is currently in (paragraphs 0030-0031, 0075, and 0078). 

Regarding claim 12, Wright discloses the system discussed above in claim 11, and 
further teaches of providing a password to a message retrieving device of the recipient to render 
the message retrieving device operable to decrypt the encrypted electronic message (paragraphs 
0076-0078), and converting the encrypted electronic message into a format compatible with a 
secondary device from a format which is incon5)atible with the secondary device (paragraphs 
0076-0078). 

Regarding claim 13, Wright discloses the system discussed above in claim 11, and 
fixrther teaches of indicating to said recipient whether the encrypted converted into a format 
compatible with a secondary incompatible with the secondary device (paragraphs 0030-0031, 
0075, and 0078). 
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Regarding claim 14, Wright discloses an electronic message retrieval method conq)rising 
sending an encrypted electronic message over a communication network to a recipient's message 
retaieving device (paragraphs 0019, 0057, and 0074-0075, see steps 500-506); alerting, with an 
alarm, a recipient of the receipt of the encrypted electronic message (paragraphs 0070-0072, and 
0074-0075); determining, based on summary information included in the alarm, whether to defer 
retrieval of the encrypted electronic message or retrieve the encrypted electronic message 
immediately (paragraphs 0070-0072, and 0074-0075); and if it is determined that retrieval of the 
encrypted electronic message is to be deferred, receiving and decrypting said encrypted 
electronic message on a secure machine (paragraphs 0072, and 0074-0075); or if it is determined 
that retrieval of the encrypted electronic message is to be performed immediately, providing a 
password to the recipient's message retrieving device to render the recipient's message retrieving 
device operable to decrypt the encrypted electronic message (paragraphs 0076-0078), and 
converting the encrypted electronic message into a format compatible with a secondary device 
from a format which is incompatible with the secondary device (paragraphs 0030-0031, 0075, 
and 0078). 

Regarding claim 15, Wright discloses an electronic message retrieval system (see Fig. 5) 
comprising sender operable to encrypt and transmit an electronic message over communication 
network directed to a specified recipient (paragraphs 0019, 0057, and 0074-0075, see steps 500- 
506), a message retrieval device operable to receive the encrypted electronic message and 
provide an alarm message to a secondary device when the encrypted electronic message is 
received by the message retrieval device (paragraphs 0070-0072, and 0074-0075), a proxy device 
operable to receive the encrypted electronic message from the message retrieval device when the 
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recipient provides a proxy instruction to said message retrieval device and operable to decrypt 
and transmit a decrypted electronic message to said recipient when the recipient provides a 
password to said proxy device (paragraphs 0030-0031, and 0075-0078). 

Regarding claim 16, Wright discloses the system discussed above in claim 3, and further 
teaches of a secure device operable to receive and decrypt the encrypted electronic message, 
wherein said secure device is operable to receive messages in the same format as the format of 
the encrypted electronic message (paragraphs 0070-0072, and 0074-0075). 

Regarding claim 17, Wright discloses the system discussed above in claim 3, and further 
teaches that the said encryption is performed by the sender using a publicly accessible key 
associated with the recipient (paragraphs 0060-0063, and 0072-0078). 

Regarding claim 18, Wright discloses the system discussed above in claim 15, and 
further teaches that said proxy decrypts said encrypted electronic message by using a private key 
securely stored on said proxy (paragraphs 0060-0063, and 0072-0078). 

Regarding claim 19, Wright discloses the system discussed above in claim 3, and further 
teaches that said secondary device is operable to receive messages in a format different from the 
format of the encrypted electronic message (paragraphs 0030-0031, 0075, and 0078). 

Regarding claim 20, Wright discloses the system discussed aboye in claim 15, and 
further teaches that said proxy device con5)rises a converter device operable to convert the 
encrypted electronic message into a format recognized by the secondary device (paragraphs 
0060-0063, and 0072-0078); and a decryption device operable to decrypt an encrypted private 
key associated with the recipient and also decrypt the encrypted electronic message, wherein the 
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decryption device is activated upon receipt of a password (paragraphs 0060-0063, and 0072- 
0078). 

Regarding claim 21, Wright discloses an electronic message retrieval system (see Fig. 5) 
comprising sender operable to encrypt and transmit an electronic message over communication 
network directed to a specified recipient (paragraphs 0019, 0057, and 0074-0075, see steps 500- 
506), wherein said encryption is performed using a publicly accessible key associated with the 
recipient (paragraphs 0054 and 0059-0062), a message retrieval device operable to receive the 
encrypted electronic message and provide an alarm message to a secondary device when the 
encrypted electronic message is received by the message receive messages in a format different 
from the format of the encrypted electronic message (paragraphs 0070-0072, and 0074-0075); a 
proxy device operable to receive the encrypted electronic message from the message retrieval 
device when the recipient provides a proxy instruction (paragraphs 0030-003 1, and 0075-0078), 
said proxy device comprising a converter device operable to convert the encrypted electronic 
message into a format recognized by the secondary device (paragraphs 0030-0031, 0075, and 
0078), and a decryption device operable to decrypt an encrypted private key associated with the 
recipient and also decrypt the encrypted electronic message (paragraphs 0061, 0068, and 0078), 
wherein the decryption device is activated upon receipt of a password (paragraphs 0076-0078), 
said electronic message retrieval system fiuther comprising; a secure device operable to receive 
and decrypt the encrypted electronic message (paragraphs 0076-0078), wherein said secure 
device is operable to receive messages in the same format as the format of the encrypted 
electronic message (paragraphs 0030-0031, 0075, and 0078). 
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Regarding claim 22, Wright discloses the system discussed above in claim 21, and 
further teaches of a third party authority operable to receive said encrypted electronic message 
from said proxy device and decrypt the encrypted electronic message using a public key 
corresponding to said proxy device (paragraphs 0060-0063, and 0072-0078). 

Regarding claim 23, Wright discloses the system discussed above in claim 22, and 
further teaches that said third party authority is located in a legal jurisdiction other than a legal 
jurisdiction in which said recipient is located (paragraphs 0077-0078). 

Regarding claim 24, Wright discloses the system discussed above in claim 22, and 
further teaches that said third party authority is operable to receive a reference designation 
corresponding to said encrypted electronic message along with said encrypted electronic 
message (paragraphs 0060-0063, and 0072-0078). 

Regarding claim 25, Wright discloses the system discussed above in claim 24, and 
further teaches that said third party authority is operable to receive said reference designation 
corresponding to said encrypted electronic message from said specified recipient and said 
decryption of said encrypted electronic message is controlled in accordance with the reference 
designation received from said specified recipient (paragraphs 0060-0063, and 0072-0078). 

Regarding claim 26, Wright discloses an electronic message retrieval method comprising 
sending an encrypted electronic message over a communication network to a recipient's message 
retrieving device (paragraphs 0019, 0057, and 0074-0075, see steps 500-506), wherein said 
encryption is performed using one of a plurality of publicly accessible keys associated with the 
recipient (paragraphs 0054 and 0059-0062); alerting the recipient, with an alarm, of the receipt of 
the encrypted electronic message (paragraphs 0070-0072, and 0074-0075); determining, based 
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on summary information included in the alarm, whether to defer retrieval of the encrypted 
electronic message or retrieve the encrypted electronic message immediately (paragraphs 0070- 
0072, and 0074-0075); and if it is determined that retrieval of the encrypted electronic message is 
to be deferred, receiving and decrypting said encrypted electronic message on a secure machine 
(paragraphs 0072, and 0074-0075); or if it is determined that retrieval of the encrypted electronic 
message is to be performed immediately, providing one of a plurahty of passwords to a proxy 
device (paragraphs 0076-0078); decrypting, in said proxy device, a private encrypted key 
associated with the recipient to render the proxy operable to decrypt the encrypted electronic 
message (paragraphs 0076-0078); and converting the encrypted electronic message into a format 
compatible with a secondary device from a format which is incompatible with the secondary 
device (paragraphs 0030-003 1 , 0075, and 0078). 

Regarding claim 27, Wright discloses an electronic message retrieval system (see Fig. 5) 
con:5)rising a sender operable to encrypt and transmit an electronic message over a 
communication network directed to a specified recipient (paragraphs 0019, 0057, and 0074- 
0075, see steps 500-506), wherein said encryption is performed using one of a plurahty of 
publicly accessible keys associated with the recipient (paragraphs 0054 and 0059-0062); a 
message retrieval device operable to receive the encrypted electronic message and provide an 
alarm message to a secondary device when the encrypted electronic message is received by the 
message retrieval device (paragraphs 0070-0072, and 0074-0075), wherein said secondary device 
is operable to receive messages in a format different from the format of the encrypted electronic 
message (paragraphs 0030-003 1 , 0075, and 0078); a proxy device operable to receive the 
encrypted electronic message from the message retrieval device when the recipient provides a 
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proxy instruction (paragraphs 0030-0031, and 0075-0078), said proxy device comprising a 
converter device operable to convert the encrypted electronic message into a format recognized 
by the secondary device (paragraphs 0030-0031, 0075, and 0078); and a decryption device 
operable to decrypt a plurality of encrypted private keys associated with the recipient and also 
decrypt the encrypted electronic message (paragraphs 0061, 0068, and 0078), wherein the 
decryption device is activated upon receipt of one of a plurality of passwords respectively 
associated with said encrypted private keys (paragraphs 0060-0063, 0068, and 0072-0078); said 
electronic message retrieval system further comprising a secure device operable to receive and 
decrypt the encrypted electronic message (paragraphs 0060-0063, 0068, and 0072-0078), 
wherein said secure device is operable to receive messages in the same format as the format of 
the encrypted electronic message (paragraphs 0030-0031, 0075, and 0078). 

Regarding claim 28, Wright discloses an electronic message retrieval method conq^rising 
sending an encrypted electronic message over a conmiunication network to a recipient's message 
retrieving device (paragraphs 0019, 0057, and 0074-0075, see steps 500-506), wherein said 
encryption is performed using one of a plurality of publicly accessible keys associated with the 
recipient (paragraphs 0054 and 0059-0062); alerting the recipient, with an alarm, of the receipt of 
the encrypted electronic message (paragraphs 0070-0072, and 0074-0075); determining, based 
on summary information included in the alarm, whether to defer retrieval of the encrypted 
electronic message or retrieve the encrypted electronic message immediately (paragraphs 0070- 
0072, and 0074-0075); and if it is determined that retrieval of the encrypted electronic message is 
to be deferred, receiving and decrypting said encrypted electronic message on a secure machine 
(paragraphs 0072, and 0074-0075); or if it is determined that retrieval of the encrypted electronic 
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message is to be perforaied immediately, providing one of a plurality of passwords to a proxy 
device, said provided password being associated with the publicly accessible key used to encrypt 
the message (paragraphs 0076-0078); decrypting, in said proxy device and upon receipt of said 
password, a private encrypted key associated with the publicly accessible key used to encrypt the 
message to render the proxy operable to decrypt the encrypted electronic message (paragraphs 
0076-0078), and converting the encrypted electronic message into a format compatible with a 
secondary device from a format which is incompatible with the secondary device (paragraphs 
0030-0031, 0075, and 0078). 

Regarding claim 29, Wright discloses an electronic message retrieval system (see Fig. 5) 
comprising sender operable to encrypt and transmit an electronic message, directed to a specified 
recipient, over a fransmission medium (paragraphs 0019, 0057, and 0074-0075, see steps 500- 
506); a message retrieval device operable to receive the encrypted electronic message and 
provide an alarm message to a secondary device indicating that the encrypted electronic message 
has been received by the message retrieval device (paragraphs 0072, and 0074-0075); a message 
retrieval device operable to receive an alternate version of said encrypted electronic message 
(paragraphs 0030-0031, 0075, and 0078), wherein said altemate version of said encrypted 
message is in a format different from a format of the encrypted electronic message (paragraphs 
0030-003 1, 0075, and 0078). 
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Claim Rejections - 35 USC §103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

7. Claims 1 and 2 are rejected under 35 U.S.C. 103(a) as being unpatentable over Nelson et 
al (U.S. Patent Number 6,741,705) in view of Gordon (U.S. Patent Number 5,608,786). 

Regarding claim i. Nelson discloses an electronic message retrieval system (see Fig. 1, 
and abstract) comprising a sender operable to encrypt and transmit an electronic message, 
directed to a specified recipient, over a transmission medium (see Fig. 4, column 6, lines 1-55); a 
message retrieval device operable to receive the encrypted electronic message (step 210 in Fig. 4, 
column 6, lines 1-55) and provide an alarm message indicating receipt of the encrypted 
electronic message by the message retrieval device (step 304 in Fig. 5, column 6, line 56-'Column 
7, line 30); a secondary device operable to receive the alarm message from said message retrieval 
device and provide a secret password to said message retrieval device to initiate decryption of 
the encrypted electronic message (steps 305-318 in Fig. 5, column 7, hues 5-56), wherein said 
message retrieval device is further operable to transmit the converted decrypted electronic 
message to a device compatible to receive communications (step 320 in Fig. 5, column 3, hnes 
23-48, and column 7, Une 31 -column 8, line 5). 

However, Nelson fails to expressly disclose if the message retrieval device is further 
operable to convert the format of the decrypted electronic message into a format different from a 
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format of the encrypted electronic message and transmit the converted decrypted electronic 
message to a device compatible to receive communications in the different format. 

Gordon discloses an electronic message retrieval system (UniPost access node, see Fig. 
1) comprising a sender operable to encrypt and transmit an electronic message, directed to a 
specified recipient, over a transmission medium (column 9, lines 18-62); a message retrieval 
device operable to receive the encrypted electronic message and provide an alarm message 
indicating receipt of the encrypted electronic message by the message retrieval device (column 9, 
line 34-column 10, line 65); a secondary device operable to receive the alarm message from said 
message retrieval device and provide a secret password to said message retrieval device (column 
9, hne 34-column 10, line 65), wherein said message retrieval device is further operable to 
convert the format of the decrypted electronic message into a format different from a format of 
the encrypted electronic message and transmit the converted decrypted electronic message to a 
device compatible to receive communications in the different format (column 4, line 33-column 
5, line 11). 

Nelson & Gordon are combinable because they are from the same field of endeavor, 
being systems that allow users to retrieve stored messages. At the time of the invention, it would 
have been obvious to a person of ordinary skill in the art to utilize the conversion teachings of 
Gordon in the system of Nelson. The suggestion/motivation for doing so would have been that 
Nelson's system would become more economical in retrieving messages, as a user could receive 
various types of messages in one format^ eliminating long distance calls by the user, as 
recognized by Gordon in column 1 1, hues 6-14. Therefore, it would have been obvious to 
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combine the teachings of Gordon in the system of Nelson to obtain the invention as specified in 
claim 1 . 

Regarding claim 2, Nelson and Gordon disclose the system discussed above in claim 1, 
and Gordon further teaches that the different format includes, an audible format, a facsimile 
format, and a text format (column 4, line 33-column 5, hne 11, and column 10, Une 30-column 
11, line 5). 

Nelson & Gordon are combinable because they are from the same field of endeavor, 
being systems that allow users to retrieve stored messages. At the time of the invention, it would 
have been obvious to a person of ordinary skill in the art to utilize the conversion teachings of 
Gordon in the system of Nelson. The suggestion/motivation for doing so would have been that 
Nelson's system would become more economical in retrieving messages, as a user could receive 
various types of messages in one format, eliminating long distance calls by the user, as 
recognized by Gordon in column 1 1, hnes 6-14. Therefore, it would have been obvious to 
combine the teachings of Gordon in the system of Nelson to obtain the invention as specified in 
claim 2. 

Citation of Pertinent Prior Art 
8. The prior art made of record and not reUed upon is considered pertinent to applicant's 
disclosure: 

Azuma (U.S Patent AppUcation PubUcation 2002/0004899) discloses a secure mail 
proxy system; and 
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Toyota et aL (U.S. Patent Application Publication 2002/0124167) discloses an encrypted 
mail transmission system 



9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Joe Pokrzywa whose telephone number is (571) 272-7410. The 
examiner can normally be reached on Monday-Friday, 9:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Edward L. Coles can be reached on (571) 272-7402. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an appUcation may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for pubUshed apphcations 
may be obtained from either Private PAIR or PubUc PAIR. Status information for unpublished 
apphcations is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EEC) at 866-217-9197 (toll-free). 



Conclusion 



Joseph R. Pokrzywa 
Primary Examiner 
Art Unit 2622 




